Data Storage System 



Background of the Invention 

1) Field of the Invention 

The present invention relates to a data storage system, and particularly, relates 
to a data storage system where data processing required for data transmitted/received 
from/by data transmitting/receiving nodes belonging to the system or for data dealt in 
the transmitting/receiving nodes are conducted by a relaying node, which is positioned 
between the data transmitting/receiving nodes and a network. 

2) Related Art Statement 

According to the rapid spread of networks, many companies have started to 
attend to EC (Electronic Commerce) or EDI (Electronic Data Interchange). EC is a 
general term for all or a part of commercial transactions conducted on a network, and 
EDI means a system where commercial transactions, such as ordering/accepting and 
estimating, are conducted on a network. 

However, data transmitting/receiving, which is conventionally conducted in EC 
or EDI, has problems mentioned below. 

First, in EC or EDI, an exclusive data format is used for each trade circle; 
therefore, if the data format used in a company attending EC or EDI is different from 
the commonly used exclusive one, the company is required to change its data format to 
the exclusive format whenever sending/receiving data to/from EC or EDI. 

In addition, in a conventional system, it is difficult to exchange data between 
companies belonging to different trade circles. That is to say, when a company wishes 
to transfer data to another company, which belongs to a different trade circle, it is 
required that the data transmitting company changes the data format so as to suit that 
used by the data receiving company; or both the data transmitting company and the data 
receiving company previously have an arrangement about the data format and change 
the data format in accordance with the arrangement; or the data receiving company 
converts the data format of the transmitted data into a readable data format. For this 
reason, the network business, particularly, EDI business is apt to be closed and limited 
to one trade circle only. 
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Second, in case that a great amount of data is transmitted to a number of 
companies in EC or EDI, it is troublesome for the data transmitting company to 
separately summarize and sum up the data in a condition required by each data 
receiving company. 

5 Third, when a computer system is renewed in a company under the condition 

that a great deal of data is stored in the company, many steps are necessary to transfer 
the data stored in the old computer system into the new system and it is hard to transfer 
the data smoothly from the old system to the new system. Therefore, the data stored in 
the old system is hardly used in the new system. 

10 The present invention has been created to solve the above-mentioned problems 

and has for its purpose to provide a data storage system where a data process center is 
provided between a network and data sending/receiving companies, so that data is 
transferred/received to/from the companies via the data processing center. According 
to the invention, since the difficult processes, such as data format conversion, data 

15 summarizing, totaling, and data storing, which has conventionally conducted by the 
companies themselves attending to EC or EDI, is achieved in the data processing center, 
the burden for processing data in the companies can be reduced. 

Summary of the Invention 

20 In order to solve the above-mentioned task, the data storage system according 

to the invention comprising at least one data transmitting/receiving node and a data 
relay node being provided between said data transmitting/receiving node and a network 
so as to relay data transferred/received from/to the node to said network, wherein said 
data storage system node comprising a meta-data registering means for registering 

25 processes which should be conducted in the data relay node as meta-data and a data 
processing means for conducting data processes in accordance with the process defined 
by said meta-data requested in said meta-data registering means, wherein meta-data 
designated by said data transmitting/receiving node is selected from said meta-data 
registering means and data sent from said data sending/receiving node or data received 

30 by said data sending/receiving node are processed in accordance with the processes 
defined by the selected meta-data. 

According to the present invention, once a given process is registered in the 
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meta-data registering means in the data relay node, the data sending/receiving node can 
authorize the data relay node to conduct necessary processes when sending/receiving 
data by designating the relevant meta-data or doing it automatically. 

Further, the data storage system according to the invention has an aspect in that 
5 said data relay node comprises a sending/recording data memory means for storing data 
sent/received by said data sending/receiving node via said relay node, wherein said 
meta-data registering means stores meta-data which defines the processes to 
automatically memorize data transferred/received from/by said data sending/receiving 
node in said sending/receiving data memory means, and wherein said data sent/received 
10 from/by said data sending/receiving node through said relay node is automatically 
""Z stored in the sending/receiving data memory means in accordance with the processes 

;0 defined by said meta-data. 

m According to this aspect, the data transferred/received from/by the data 

n ~ t sending/receiving node through the system can be managed in the data relay node in a 

ill 15 collective manner. 

Ui,. Furthermore, the data storage system according to the invention has another 

ff, aspect in that meta-data defining processes for converting the data format of the data 

pi-. sent from said data sending/receiving node to a data format required by a destination of 

\1 the data is registered in said meta-data registering means, and wherein when said data 

20 sending/receiving node sends data via said relay node, the data format of said data is 
converted to a format required by the destination in said relay node. 

Furthermore, the data storage system according to the invention has another 
aspect in meta-data, which define processes for converting the data format of the data 
sent from an origin node to a data format used in said data sending/receiving node, are 
25 registered in said meta-data registering means, and wherein when said data 
sending/receiving node receives data via said relay node, the data format of said data is 
converted to the format of the data sending/receiving node in said relay node. 

According to these aspects, the companies attending to EC or EDI (data 
transmitting/receiving nodes) can transmit data ignoring the format, or can receive data 
30 whose format has been converted to their form without taking any action to convert it at 
the company side. 

Moreover, the data storage system according to the present invention has still 
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another aspect in that meta-data, which define processes for conducting a virus check 
about data received by said data sending/receiving node, are registered in said meta-data 
registering means, and wherein data received by said data sending/receiving node is 
subjected to a virus check in accordance with the processes defined by the meta-data for 
5 virus checking in said relay node. 

According to this aspect, the virus check for the data received by the data 
sending/receiving node can be conducted in the data relay node. Therefore, the data 
sending/receiving node does not need to own a vaccine software to find a virus program, 
so that the burden in the node can be reduced. 
10 Moreover, the present invention has still another aspect in that meta-data, 

which define processes for backing up about data dealt in said data sending/receiving 
yj node, are registered in said meta-data registering means, and wherein data dealt in said 

S data sending/receiving node are backed up in accordance with the processes defined by 

the meta-data for backing up in said relay node. 
Ill 15 According to this aspect, the back up data for each data sending/receiving node 

y, can be kept in the relay node. Therefore, in case that the computer system in the data 

H sending/receiving node is renewed, it becomes easy to transfer the data into the new 

\~k computer system because the data itself is stored in the relay node. 

FT Furthermore, the data storage system according to the present invention may further 

20 comprises a function for preventing irregular access to said data sending/receiving node, 
and/or, a function to split the load of communication lines between said relay node and 
said data sending/receiving node. 

Furthermore, the data storage system according to the present invention may further 
comprises a function for preventing data leakage of data sent/received from/by said data 

25 sending/receiving node, a function for deleting unnecessary data included in data 
sent/received from/by said data sending/receiving node, and a function for obtaining a 
communication log of data sent/received from/by said data sending/receiving node, and 
wherein said relay node carries out one or more of the functions in accordance with a 
request from said data sending/receiving node. 

30 According to this arrangement, the data sending/receiving node is able to 

obtain such a service easily. 

Moreover, the data storage system according to the present invention has still 
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another aspect in that the system further comprises a charge calculating means for 
calculating a charge using the data sending/receiving node; wherein said charge 
calculating means calculates the charge for using the system in accordance with how 
many times the data processing means in the relay node processed data and/or the type 
5 of the data processes which the data processing means is conducted. 

It may be possible to arrange such that the charge calculating means calculate 
the charge in accordance with how much the data sending/receiving node used the 
computer resources provided in the relay node. 

10 Brief Explanation of the Drawings 

Fig. 1 is a schematic view showing a construction of the data storage system 
according to the present invention; 

Figs. 2(a) to 2(c) are schematic views depicting processes conducted in the first 
embodiment of the present invention. 
15 Figs. 3(a) to 3(c) are schematic views illustrating processes conducted in the 

second embodiment of the present invention. 

Fig. 4 is a schematic view representing processes conducted in the third 
embodiment of the present invention. 

Fig. 5 is a schematic view showing processes conducted in the fourth 
20 embodiment of the present invention. 

Detailed Explanation of the Preferred Embodiments 
The detail of the preferred embodiments of the present invention will be 
explained below, referring to the attached drawings. 

25 Fig. 1 is a block diagram showing a basic construction of the data storage 

system according to the present invention. As shown in Fig. 1, the data storage system 
1 of the present invention comprises a data sending/receiving node 10, which is a 
company attending to, for instance, EDI, and a data processing center 20, which works 
to relay data transferred/received from/by the data sending/receiving node 10. 

30 The data processing center 20 is located between the data sending/receiving 

node 10 and a network 100, so that all data transferred/received from/by the node 10 via 
the network is relayed by the data processing center 20. To the network 100, is 



connected another company as an outer node 30 in Fig. 1, which also attends to the EDI, 
and therefore data is exchanged between the outer node 30 and the data 
sending/receiving node 10. 

It should be noted that the term "node" in this application means a device 
having a data exchanging function, or a data transferring function, etc., and therefore the 
term "node" includes an information processing terminal or a server computer. In 
order to make the explanation easier, only one data sending/receiving node 10 and only 
one outer node 30 are mentioned in the embodiments, however, a plurality of data 
sending/receiving nodes 10 may be connected to the data processing center 20 and a 
plurality of outer nodes may be connected to the network 100. The network 100 
means an internet, a WAN or a LAN. 

The data processing center 20 is a device having a data conversion function, a 
data exchanging function, a data transmitting function, a network managing function, 
etc., and comprises an administration server 21, a data service server 22, a data 
directory server 23, a meta-data server 24, a meta-data storage 25, a mass storage 26 
and a data storage server 27. 

The administration server 21 has a function for managing the data processing 
center 20 itself; the data service server 22 has a function to receiving data sent from the 
data sending/receiving node 10 and sending the processed data to a destination node. 
The data directory server 23 is for managing peripheral information of data, for instance, 
where meta-data should be registered in the meta-data storage, where data sent from the 
data sending/receiving node 10 should be stored, and information about an owner of 
meta-data stored in the meta-data storage, etc. 

The meta-data server 24 has a function for managing attribute information of 
data, such as the data format of a destination of data, a relation between data which is 
necessary to be recorded in the data processing center 20 and data to be sent/received by 
the data sending/receiving node 10. The meta-data storage 25 is a disk for registering 
and storing the processes conducted in the data processing center 20 as meta-data. The 
mass-storage 26 is a disk for storing data other than meta-data dealt in the data 
sending/receiving node 10. The data storage server 27 is for managing physical 
addresses of data stored in the meta-data storage 25 and the mass storage 26, and a 
capacity of each storage, etc. 



(1) Data Conversion (First Embodiment) 

In the first embodiment, the process will be explained for that data sent from 
the data sending/receiving node 10 which is converted into a data format used in a data 
destination. More concretely, when the data sending/receiving node 10 of the date 
5 storage system of the present invention sends a debit note to the outer node 30 via the 
network 100, the data processing center 20 converts the data sent from the node 10 in a 
data format used in the node 10 into the data format used in the destination node (the 
outer node 30) and then sends the data to the node 30. 

First, the data sending/receiving node 10 has defined processes for converting 
10 the data format of the debit note into a data format used in the destination node (the 
S| outer node 30) in a form of meta-data, and previously sends the meta-data in order to 

! ff register them in the data processing center 20. The meta-data is, more concretely, 

03 registration information, as shown in Fig. 2(a), including a name "debit note 

Jj conversion", a command "register" and meta-data body "meta-data defining processes 

■= 5 15 for converting data format". The data sending/receiving node 10 sends the meta-data 
!»& to the data service server 22 of the data process center 20. It should be noted that the 

i"i meta-data body describes the processes for converting the debit note written in a data 

format used in the data sending/receiving node 10 into the debit note in a data format 
|=& used in the outer node 30 as shown in Fig. 2(b). 

20 Since the meta-data includes a command "register", the data processing center 

20 gives a name "debit note conversion" to the meta-data body and register it in the 
meta-data storage 25. While, the meta data server 24 extracts attribute information, 
such as "which information should be taken and from where it takes the information" 
and to "where the processed result should be sent", and stores them in a memory 
25 provided in the meta-data server itself. Then, the data processing center 20 notices the 
registered name of the meta-data body and the fact that the meta-data defining the 
processes for "debit note conversion" has been normally done to the data 
sending/receiving node 10 to complete the registration of the meta-data for the 
processes "debit note format conversion". 
30 Next, the process for actually sending debit note data from the data 

sending/receiving node 10 to the outer node 30 will be explained. First, the data 
sending/receiving node 10 sends request information to the data service server 22, 
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which includes a name of the meta-data "debit note format conversion", a command 
"enter", a destination "outer node 30", and sending data "debit note data for outer node 
30". In reply to the request, the data service server 22 notices the request information 
to the directory server 23 except for the destination "outer node 30". The data 
directory server 23 sought out the meta-data "debit note conversion" stored in the meta- 
data storage 25 based on the request information, and then instructs to the meta-data 
server 24 to read out the meta-data "debit note conversion". 

While the meta-data server 24 instructs the data storage server 27 to read the 
meta-data out, the meta-data server 24 takes out the attribute information about the 
meta-data "debit note format conversion", which is managed in the meta-data server 24 
itself. When the meta-data server 24 has completed to read out the meta-data body of 
the data "debit note conversion", the meta-data server 24 converts the data format of the 
data "debit note data for outer node 30", which is included in the request information 
received from the data service server 22, in accordance with the processes defined by 
the meta-data "debit note format conversion". 

Then, the data storage server 27 notices the conversion result (Fig. 2(c)) of the 
data format conducted in accordance with the meta-data "debit note data format 
conversion" to the meta-data server 24. The meta-data server 24 notices the result to 
the data service server 22 via the data directory server 22 in addition to the attribute 
information managed in the meta-data server 24 itself. The data service server 22 
sends the debit note data, whose data format has been converted into a format used in 
the outer node 30, to the outer node 30 in accordance with the destination information 
"outer node 30" included in the request information from the data sending/receiving 
node 10. 

As explained in detail above, according to the data storage system of the 
present invention, since the process for converting a data format is registered in the data 
process center as meta-data, the data sending/receiving node 10 can obtain a data format 
converting service just by designating the meta data. That is to say, the data 
sending/receiving node 10 can send data to the outer node without processing the data at 
the data sending/receiving node 10 side, and therefore the data processing amount 
conducted in the node 10 can be reduced. Further, once the process for converting the 
data format is registered in the data processing center 20, when the node 10 sends data 
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to another node, which uses the same data format as that in the outer node 30, the 
process registered in the data processing center 20 can generally be used. 

In the above-mentioned first embodiment, in the case that data is sent from a 
data sending/receiving node 10 to the outer node 30 is explained, however, the same 
5 construction can be applied to the case that data is sent from the outer node 30 to the 
data sending/receiving node 10, or in the case that data is sent between two data 
sending/receiving nodes both belonging to the data storage system 1. 

(2) Data Automatic Recording (Second Embodiment) 

10 The second embodiment of the present invention will be explained below, 

where the data sent from the data sending/receiving node 10 via the data registration 
center 20 is automatically recorded in the center 20. That is to say, in the second 
embodiment, all the data sent/received between the data sending/receiving node 10 and 
the outer node 30 is automatically backed up in the data processing center 20. It 

15 should be noted that in the embodiments mentioned below the data processing center 20 
has the same construction as that in Fig. 1 and therefore the explanation for the 
construction will be omitted. 

In the second embodiment, such a situation is assumed that the outer node 30 
opens a site for selling products on the network 100, and the data sending/receiving 

20 node 10 purchases the product via the network 100; the image information for 
purchasing the product is automatically recorded in the data processing center 20. 

First, the data sending/receiving node 10 asks to register meta-data defining 
processes for automatically backing up the data sent to the data processing center 20 
from the node 10. More concretely, the meta data is request information including a 

25 name "data automatic record", a command "register", meta-data body "meta-data 
defining process for automatically registering data sent from the node 10". The data 
transmitting/receiving node 10 sends the request information for requesting a 
registration of the meta-data to the data service server 22 in the data processing center 
20. 

30 Since the information includes a command "register", the data processing 

center 20 gives a name "data automatic register" to the meta-data body and registers it 
in the meta-data storage 25; then the center 20 notices the name of the meta-data "data 
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automatic record" and the fact that the registering has caused to the data 
transmitting/receiving node 10 in order to complete the registration of the meta-data 
defining the process for data automatic recording. All data, then, sent from the data 
transmitting/receiving node 10 to the network 100 via the data process center 20 is 
5 automatically recorded in the data processing center 20 in accordance with the process 
defined in the meta-data. 

Next, it will be explained that the purchasing data is automatically recorded 
when the data transmitting/receiving node 10 actually buys the product offered on the 
site of the outer node 30 via the network 100 after completing the registration of the 
10 meta data. 

First, the data transmitting/receiving node 10 accesses the site of the outer node 
30 where the products are sold via the network 100 to take in a product purchasing 
image on the display of the data transmitting/receiving node 10. By filling in the 
blanks for name and address of purchaser, etc. on the image and clicking a purchase 

15 button there, the purchasing data on the image on the display of the node 10 is sent to 
the outer node 30 via the data processing center 20. 

When receiving the purchasing data from the data transmitting/receiving node 
10, the data processing center 20 automatically calls up the meta-data "data automatic 
record", which has been registered in the meta-data storage 25, and automatically stores 

20 the purchasing data in the mass storage 26 in accordance with the processes defined by 
the meta-data. That is to say, all data sent from the data transmitting/receiving node 10 
to the network 100 via the data processing center 20 is automatically recorded in the 
mass storage 26. More concretely, the data service server 22 receives the "purchasing 
data" sent from the data transmitting/receiving node 10 and stores the data in the mass 

25 storage via the data directory server 23 and the data storage server 27. It should be 
noted that the data directory server 23 records the place where the "purchasing data" is 
stored, and when the data was stored and manages these records. 

In the second embodiment, since the data processing center 20 automatically 
records and manages the data sent from the data transmitting/receiving node 10, it is not 

30 necessary for the data transmitting/receiving node 10 to send any request information to 
the data processing center 20. That is to say, when the product selling site is taken in 
by the node 10 and displayed on its screen and the purchasing button is clicked, the 
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purchasing data is sent to the outer node 30. Therefore, the data center 20 
automatically records and manages the image data. 

In the present embodiment, the case where all data sent from the data 
transmitting/receiving node 10 to the outer node 30 is automatically recorded, has been 
5 explained, however, it is possible to arrange that some kind of data is automatically 
recorded in a limited manner. For instance, only the debit note data explained in the 
first embodiment is automatically recorded out of the data sent from the data 
transmitting/receiving node 10. In this case, the processes for automatically recording 
only the debit note data should be previously registered in the center 20 as meta-data, 
10 and the center 20 judges if the data sent from the node 10 is "debit note data", and 
"1* records relevant data only in the center. In this case, it is possible to further arrange 

vJ the system in such a manner that the data is not sent to the destination right away but 

OJ stored in the mass storage 26 for a predetermined term; or that the destination node is 

% set in the data processing center 20 and when some amount of the debit note data is 

y i 15 stored, for instance, at the end of month, the data is sent to the destination node in a 
i=* summed manner. 

Hi In the above-mentioned second embodiment, in the case that data sent from the 

H data sending/receiving node 10 to the outer node 30 is automatically recorded is 

1=1 explained, however, the same construction can be applied to record the data 

20 sent/received between two or more data sending/receiving nodes both belonging to the 
data storage system 1. 

(3) Virus Check (Third Embodiment) 

The third embodiment, where a data virus check is conducted, will be 
25 explained. That is to say, a check to see if a virus program is contained in data, which 
is received by the data transmitting/receiving node 10, is conducted in the data process 
center 20. 

In the third embodiment, the data transmitting/receiving node 10 carries out a 
registration of meta-data, which define the process for a virus check. More concretely, 
30 the data transmitting/receiving node 10 sends a request information including a name 
such as "virus check", a command "register", a meta-data body "meta-data defining the 
virus checking process" to the data service server 22 of the data process center 20. It 
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should be noted that the meta-data body "meta-data defining the virus checking process 
", as shown in Fig. 4, is data mentioning information identifying an electronic mail to 
which the virus checking should be applied and a name of a virus checking software . 
That is to say, the data process center 20 has previously owned a vaccine program for 
5 conducting the virus check; and the data transmitting/receiving node 10 designates the 
vaccine program and an electronic mail to be checked by the program as meta-data to 
obtain the virus checking service in the data processing center. 

Since the request information includes a command "register", the data process 
center 20 gives a name "virus check" to the meta data body and stores the meta-data 

10 body in the meta-data storage 25. The data process center 20 then informs the name of 
the meta-data and the fact that the meta-data body "virus check" has finished normally 
to the data transmitting/receiving node 10 to complete the registration of the meta-data 
defining the process for the virus checking. 

Then, the process of the virus checking when the data transmitting/receiving 

15 node 10 receives an electronic mail from the outer node 30 after the meta-data 
registration mentioned-above will be explained. The outer node 30 sends an e-mail to 
the data transmitting/receiving node 10 through an electric mail software; when the data 
transmitting/receiving node 10 receives the e-mail from the outer node 30, the node 10 
sends request information including the meta-data name "virus check" and the 

20 command "enter" to the data service server 22 to ask for a virus check. In reply to the 
request, the data service server 22 passes the request information to the meta-data server 
24 via the data directory server 23. 

The meta-data server 24 instructs the data storage server to read out the meta- 
data body "virus check" from the meta-data storage 25. After the reading out the 

25 meta-data body "virus check" from the data storage server 27, the data service server 22 
judges the destination of the e-mail defined in the meta-data (in this case, an e-mail 
address of the data transmitting/receiving node 10), and enters a virus check for the e- 
mail with a vaccine program. After the check, the data process center 20 checks if the 
virus check has finished normally and if any virus program is included in the subject e- 

30 mail to the data transmitting/receiving node 10. 

In this manner, according to the data storage system of the present embodiment, 
the data transmitting/receiving node 10 sends a virus check request to the data process 



center 20 and the virus check is conducted by the data process center 2. Therefore, the 
data transmitting/receiving node 10 no longer needs to own a virus check program 
itself. 

(3) Data Back Up (Fourth Embodiment) 
5 The fourth embodiment of the present invention will be explained, where data 

dealt in the data transmitting/receiving node 10 is backed up in the data process center 
20. In this embodiment, the term "back up" means a process that the data process 
center 20 backs up the data stored in the memory of each data transmitting/receiving 
node 10. 

10 First, the data process center 20 registers meta-data defining the process for 

data back up in accordance with a request from the data transmitting/receiving node 10. 
More concretely, the data transmitting/receiving node 10 sends a request information to 
register the meta data to the data service server 22 of the data process center 20. The 
request information includes a name "back-up", a command "register", a meta-data 

15 body "meta-data defining processes for back up". It should be noted that the meta-data 
body has information about the address and the password of the data 
transmitting/receiving node, and the name of the file to be backed up. 

Since the request information includes a command "register", the data process 
center 20 gives the name "back up" to the meta-data body and registers the body in the 

20 meta-data storage 25. Then, the data service server 22 sends a notice to the node 10 
that the meta-data "back up" has been normally registered to complete the process for 
registration of the meta-data. 

The back up process will be explained, which is conducted by the data process 
center 20 in accordance with a request from the data transmitting/receiving node 10 

25 after the registration of the meta-data. First, the data transmitting/receiving node 10 
sends a request information including the name of the meta-data "back up" and a 
command "enter" to the data service server 22. In reply to the request, the data service 
server 22 passes the request information to the meta data server 24 via the data directory 
server 23. 

30 The meta data server 24 instructs the data storage server 27 to read out the 

meta-data body "back up" from the meta data storage 25. After reading out the meta- 
data body "back up", the data service server 22 judges the address of the data 
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transmitting/receiving node mentioned in the meta-data body, and reads out the file in 
the pass mentioned in the meta-data, and stores the data in the mass storage 26 with the 
designated name of the file. After storing of the data, the data process center 20 
confirms the fact that the back up for the file has been normally finished to the data 
transmitting/receiving node 10. 

In this manner, according to the data storage system of the fourth embodiment, 
it becomes possible to back up the data owned by the data transmitting/receiving 
node(s) 10 in the data process center 20 and to totally manage the back up data there. 
Further, in such a case that the node 10 has lost some data, it is very easy to recover the 
data because all data in the node 10 is backed up in the data process center 20, so that it 
becomes possible to prevent the loss of data. Moreover, in a case that the computer 
systems used in the node 10 is changed, it becomes possible to transfer smoothly the 
data into the new system. 

Next, how to charge for the services offered by the data process center 20 will 
be explained. The charge for the services offered by the data process center 20 is paid 
by the data transmitting/receiving node 10 which takes the service. It is considered to 
charge to the node 10 in such a manner that how many times the data 
transmitting/receiving node 10 uses the service is memorized in the data process center 
20, and the service fee is calculated in accordance with the number of times that the data 
transmitting/receiving node 10 used. In this case, the node 10 pays the service fee in 
accordance with the number of times without regard to the content of the services 
executed by the data process center 20. 

In addition, it may be possible to calculate the service fee in accordance with 
what kind of services the data transmitting/receiving node 10 used. In this case, the 
data process center 20 memorizes the kind of service that the node 10 used. It may 
also be possible to combine the charges, i.e. the charge in accordance with the number 
of times that the nodelO used the service and then charge in accordance with the type of 
service. 

Another possibility is that the data process center 20 memorizes amount of 
computer resource in the data process center the data transmitting/receiving node 10 
used, and calculates the charge in accordance with the amount. In this case, the 
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amount of computer resource is determined depending on the processing time of the 
central processing unit of the data process center 20 or the capacity of the storage 
provided in the center 20, which the data transmitting/receiving node 10 used. It is 
also possible to charge by combining the amount of computer resource, and the number 
of times that the node 10 used the service, and by the type of services offered by the 
center 20. 

The data storage system according to the present invention is not limited to the 
above-mentioned embodiment, and many modifications can be applied. For instance, 
the data process center 20 may has a function to prevent irregular accesses to the data 
transmitting/receiving nodes 10 from outside, and may has a function to split the load of 
data communication lines so that the lines connecting the data process center 10 and the 
data transmitting/receiving nodes 10 are properly used in accordance with the business 
conducted in the node 10. 

Further, the data process center 20 may have a function to prevent the leakage 
of data sent/received from/by the data transmitting/receiving node 10, a function to 
guarantee the property of data sent from the data transmitting/receiving node 10, a 
function to destroy unnecessary data included in data sent/received from/by the data 
transmitting/receiving node 10, a function to obtain a communication log of data 
sent/received from/by the data transmitting/receiving node 10, and the center 20 may 
conduct these functions in accordance with a request from the data 
transmitting/receiving node 10. 

As explained above, according to the present invention, meta-data, which 
define necessary data processes are previously registered in the data process center, so 
that the data transmitting/receiving node can authorize the work, such as a data format 
conversion, recording and/or managing data sent/received, a virus checking, a data back 
up, etc. to the data process center just by designating the meta-data corresponding to the 
work. Therefore, it is not necessary to conduct the complicated processes in the data 
transmitting/receiving node itself and no special installation for these processes is 
required in the data transmitting/receiving node, so that the cost for storing data or 
processing data can largely be reduced. 
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